TpeGoBanusi K THNOBOMY aBTOMAaTH3HPOBAaHHOMY paGodYemMy MecTy

MYHHUHIAJbHOI0 CEFMEHTAa PerHOHAJIBHOH HH(OPMALHOHHOM CHCTEMBI
1 TpeboBaHus K cucTeMe 3aIMTEHI HHGOPMALHH

1.1 Obugue mpebosanusn
1.1.1 Tpebosanus k cmpykmype u (hyHKYUOHUPOBAHUIO
APM mynunymnansaoro cermenta PUC EI'D fomkeH HMeETh MOIKITIOUEHHE K
pecypcaM ceTeil CBA3U 0011ero mojas30BaHUs.
Pexum ob6paboTku I1/]H — MHOrONONBE30BATEILCKAMN. -
PexxuiM pasrpaHuyeHHs npaB gocryna noisbsoBateneii MCITJIH — cucteMa c
pasrpaHn4eHUeM IIpaB AOCTyTIA.
ITepeuens MepompusTuii mo obecnedenuro GesomacHoctd IIJIH mpu X
ob6pabotke B MyruIMnansHoM cerMente PUC EI'D nomkeH OBITE onpe/eneH HCXOMs
U3 HEOOXOMUMMOCTH pealH3alud Mep 3awmurel uHdopmanuu IMC 3-ro kiacca

samumeHHocTH (K3).

.1.1.1.1 Ilepeuens nopcucreM, UX Ha3HAYEHHE U OCHOBHBIE XAPAKTEPHCTHKU

IMoncucreMa waeHTHGUKANMA M ayTEeHTUGUKAIMH CYOBEKTOB JOCTYIA U

00BEKTOB JIOCTYIIA

[Mopcucrema uneHTHOHKAMH W ayTeHTHOHKAUUM CyOBEKTOB [OCTYNa H
O0BEKTOB JOCTYIa NOJDKHA OOECHeYMBaTh NMPHCBOEHHME CyOBEKTaM M OOBEKTaM
JOCTyNa YHHKaJLHOI'O IpH3HaKa (MAeHTHU(HUKAaTOpa), CpaBHEHHE IPEIBABIAEMOrO
cyObekToM (00BEKTOM) JOCTyIla WAEHTH(GUKATOpPa C IEepevYHEM MNPHCBOEHHEIX
MIOCHTU(QUKATOPOB, a TaK)Xe IIPOBEpPKY IPUHANJIEKHOCTH CyObeKTy (06BEKTy)

JO0CTyIa NPeAbsIBIIEHHOTO UM HIEHTH(UKaTopa (IOATBEPXKACHHE MOMTHHHOCTH).

Iloxgcucrema fmomikHa pealn3OBBIBATh Mepsl 3aluTel uHGopMamuu IUC 3-ro

Kiacca 3anuimeHHocTH (K3):

Meps! 3amuThl HHPOpMAaL UK B HHGPOPMANHOHHBIX
cHCTeMax




Vnenrrdukanus U ayTeHTHHKALMs NONB30BaTeIei,
ABJISIOLIMXCS paOOTHUKAaMH OriepaTopa

VipaBieHue HAEGHTH)UKATOPAMH, B TOM YHCIIE
CO3JIaHHUE, IPUCBOEHHE, YHUYTOXEHHE
HJICHTU(]DHKATOPOB

VmpasieHue cpencTBaMu ayTeHTHQHKALUH, B TOM
4HCIe XpaHEHHe, BbIJjada, HHHUIHAIA3ALHU,
GJI0KUpOBaHHUE CPE/ICTB AyTEHTU(QUKAIUYM M TIPHHATHE
Mep B Ciy4ae YTpaThl M (WIHM) KOMIIPOMETALUU
CPeICTB ayTeHTU(DHUKALHH

3ammra oOpaTHOH CBA3M 1NIpu  BBOZE
ayTeHTH(OUKALHOHHOH HHpOpMauu

Wnentudukanus 1 ayTeHTUQUKALUS II0JB30BaTeNe,
HE SBISIOIIMXCS pabOTHHUKAMHU orepatopa (BHEIIHHX -
[10JIb30BaTelIei)

Iloncucrema YIPaBJIECHUE JOCTYIIOM CYOBHLEKTOB JOCTyIIa K 00BEKTaM A0CTvVIIa

Ioxcucrema ynpasieHus JOCTYHOM CyOBeKTOB OCTYNa K 06BEKTaM JIOCTyHa
JloJKHA 0OECIIeNBaTh YNpaB/IeHHe NPaBaMH U NPUBHIETHSIMH CYOBEKTOB JOCTYIA,
pasrpaHH4eHHe JOCTyna CyOBeKTOB JOCTynma K OOBEKTaM [JOCTyIa Ha OCHOBE
COBOKYMHOCTH  YCTaHOBIEHHBIX B  HH(OPMAaliOHHOM  CHCTEME  IpaBHII
pasrpaHM4YeHHs] JAOCTyNa, a Takxke o0ecleynBaTh KOHTPOJIb COOIIONEHHS STHX
HpaBuUl.

IoxcucreMa MOMKHA PeaTM30BEIBATE Mephl 3amuThl HHbopMaruu TUC 3-ro

Kiacca 3ammmeHHoctH (K3):

Mepn! 3amuTh HHGOpManUu B HHGOPMALMOHHBIX
cHcTeMax

VYipasneHue (3aBefileHHe, aKTUBaLMs, GIOKMPOBaHHE
U YHHYTOXXEHHE) YYETHBIMH 3aMUCAMH I10JIb30BaTENEeH,
B TOM YHCJI€ BHEIHUX N0JIb30BaTENEH
Peanusanus HeoOXOAUMBIX MeTONOB (IUCKpPEMOHHBIH,
MaHJIaTHBIH, pOJIeBOll MM HHON MeTox), THIIOB
(4reHue, 3aMUCh, BBIIOJIHEHHE WM WHOM THN) M
IIpaBMJI pasrpaHUYeHus JOCTyIIa
Paspnenenrie nomHoMouuit (poineii) mois3oBaTeseH,
aIMHHHCTPAaTOPOB U  JMIL, OOeCHeYHBaOIIUX
GYHKIHOHHpOBaHHE HHPOPMALHOHHOM CHCTEMBI
HasHayeHne MHMHHMAJIbHO HEOOXOAMMBIX MOpaB MU
NPUBWIETHA IOJIL30BaTENsIM, aJAMHHUCTPATOPaM H




nuuaM, — obecneyuBalomMM  (GYHKIHOHHMPOBAHHE
MH(OOPMAITUOHHOM CHCTEMBI

OrpanndeHne HeyCHEINHBIX INONBITOK BXOJa B
HHQOPMAalMOHHYI0  CHCTeMy  (mocTyma K
HHQOPMaIIMOHHO CHCTEME)

brokupoBaHHe ceaHca AocTyna B HHGOPMALUOHHYIO
CHUCTEMY IIOCJI€ YCTAaHOBJICHHOTO BpEMEHH
Ge3eiicTBIS (HEaKTHBHOCTH) IIOJIH30BATENS HIH TI0
€ro 3anpocy

Paspemenue (3amper) neifcTBuii IoJp30BaTENeH,
pa3pellieHHEIX 10 HACHTU(UKAIWN U ayTEHTH(OUKAUK
Peanuzanus 3alIMINEHHOTO YAAIEHHOTO JOCTYINA
CyOBeKTOB JocTyma K OOBEKTaM J0CTyna depes
BHEIIHHE HHPOPMALHOHHO-TEJIEKOMMYHHKAI[HOHHEIE
CeTH

PernmaMeHTanuss ¥ KOHTpPOJIb MCIIOJB30BAHUS B
HMH()OPMaLIMOHHOH CHCTEMe TEXHOJIOTHl GeCpOBOAHOrO
Jocryna

PeriiaMeHTanus U KOHTPONH WHCIIOJNB30BAaHHA B
MHOOPMAIIMOHHON CHCTEMEe MOGHIIBHBIX TEXHMYECKHX
CpeJICTB -
YrpasieHue B3aUMOACHCTBHEM ¢ HHGOPMAIHOHHBIMU
CHCTEMaMH CTODOHHUX OpraHusainuii (BHeELIHHE
HHPOPMalIMOHHEIE CHCTEMBI)

HO.ZICI’ICTCMa OTpaHHYECHUS NPOTPAaMMHOM CpeJbl

Ilogcucrema orpaHuyYeHHs HOpPOTrpPaMMHON Cpedsl JO/DKHA oOecreduBarh
YCT@HOBKy M (MJM) 3alyCK TOJNBKO pa3pellleHHOIO K HCIOJB30BaHHIO B
HHQOPMALMOHHON  CHCTEMe IIPOrpaMMHOI0 O0ecleYeHHs MM HCKIIIOYaTh
BO3MOXXHOCTh YCT@HOBKM M (WJIM) 3aIycKa 3alpelleHHOro K HCIOJIb30BAHUIO B
MH(OPMALIMOHHOM CHCTEMeE IIPOrPaMMHOI0 06eceYeHHsl.

IoncucTeMa JOJKHA PEAIM30BHIBATh Mepsl 3amuTsl HHpopMauui TUC 3-ro

KJacca 3amumeHHocTH (K3):

Meps! 3amuTs! HHGopMauuH B HH(POPMAHOHHBIX
CHCTEMAX
YcraHoBKa (MHCTaJUILUS) TOJBKO Pa3pelIeHHOro K
HCIIOJIB30BaHHUIO IIPOIPaMMHOro obecriedeHus U (MJIH) ero
KOMIIOHEHTOB




HOIICI/ICTeMa 3alIMThl MAIITUHHEIX HOCUTENEH HHd)ODMaIIHI/I

[Moncucrema 3auMTEl MAalIMHHBIX — HOCHTENEH uHbopManun  (CpencTsa
00paboTku (XpaHeHus1) HHGOPMALHH, CheMHbIE MalIHHHbIE HOCHTEIH HH(pOpMaIHK)
AOJDKHA MCKIFOYAaTh BO3MOXHOCTH HECAHKI[HOHMPOBAHHOIO HOCTYNa K MaIlHHHBIM
HOCHTEIISIM M XpaHAMEHCs Ha HUX MH(OPMAIMH, a TAK)Ke HECAHKIHOHHPOBAHHOE

HCIIOJIb30BAaHUE CBEMHBIX MAIlIUHHBIX HOCUTEJIEH I/IH(I)OpMaHHH.

IMoncucrema omKHa peanu30BHIBATE MEPhl 3allUTEHI uHpopmauu I'YIC 3-ro

kiacca samuieHHoctH (K3):

Mepn1 3amnTel HHGOpManHu B HHGOPMAHOHHBIX
cHCTeMax

Y4eT MallMHHBIX HOCHUTe e HH(OPMaLUK
VYhpaBneHHe AOCTYNIOM K MAaIlMHHBIM HOCHTESM
HHpOpMaIHu
YHuuToXeHHe (CTUpaHue) HHGOPManuH Ha MAIIHHHBIX
HOCHTEJLIX MPH UX Mepefiaue MeXAy I0JIb30BaTENsIMH,
B CTODOHHHE OpraHM3auMy I pPEMOHTa WIH
YTUIIH3alMH, & TakkKe KOHTPOJb YHHYTOXKECHHS
(ctupanus)

IloncucTeMa perucTpaliiyi COOBITHH 6e30MaCHOCTH

Iloxcucrema perucrpanuu coOBITHH 6€30NACHOCTH JOMDKHA 06GeCIIedHBaTh
cOop, 3anmMCh, XpaHeHHe M 3amuTy HMHPOpMaliu O COGHITHAX 6E30NACHOCTH B
MHGOPMAITMOHHOM CHCTEME, a TakKe BO3MDKHOCTD IIPOCMOTpPa W aHalM3a

MHQOPMAIMH O TAKUX COOBITHAX M PEarupOBaHUE HA HUX.

IoxcucremMa NOMWKHA peaqn3oBBIBATh Meppl 3amuThl HH(GopManuu ITUC 3-ro

Kinacca samumeHHocTH (K3):

Mepe! 3amuTel HHGOpPMaUUH B HHOPMALHOHHBIX
cHCTeMax

Omnpenenenne coObITuil GE30MAaCHOCTH, ITOMJIEKALINX
PETUCTpalliy, U CPOKOB UX XPaHEHUS
Omnpenenenne cocraBa U cofepxanus HHGOPMAIMH O
COOBITHAX 6€30NaCHOCTH, MOMIEKALIUX PETHCTPALIHUH
C6op, 3anuch 1 xpaHeHHe HHOOPMAIMH O COOBITHAX
0e30MacHOCTH B TEUEHHEe YCTAHOBJIEHHOTO BPEMEHH
XpaHeHHs
Pearnposanue Ha cOou IpU perucTpanyuy COOBITHI




0e30nmacHOCTH, B TOM WYHKCIIE anmapaTHhle Mo
IporpaMMHbIe OLIMOKH, cOOM B MexaHH3Max cOopa
MHQOpPMalMl ¥ JOCTIDKEHHE Ipeleia  HIH
IepenosiHeHus 06beMa (EMKOCTH) ITaMsITH
MoHHUTOpHHT (IIpOCMOTP, aHAIU3) pPe3yJILTaTOB
perucTpanyy coObITuii 6€30MacHOCTH U peardpoBaHKE HA
HHX '

I'enepupoBaHre BpEMEHHBIX METOK H  (MJIH)
CHHXPOHM3ALMs CHCTEMHOTO  BpEMEHH B
HHPOPMANIHOHHOH CHCTEME

3amuTa vHGOpPMaKK 0 COBRITHAX 6€300aCHOCTH

[ToncucTeMa aHTUBUPYCHOM 3aLIUTHI

IlopcucreMa aHTHBUPYCHOH 3aIlUTHl HOJDKHA obecrieduBarh OOHApYKEeHHE B
MH(GOPMALMOHHON CHCTEMe KOMIBIOTEPHBIX MPOTPaMM JIMGO HHOM KOMIIBIOTEPHOMH
MHQOpMaLK, INpefHAa3sHayeHHOM JUI1 HECAHKIMOHMPOBAHHOTO YHHYTOXKEHHS,
ONOKHpOBaHUSA, MOZHM(HKALUH, KOMHPOBAHMA KOMIIBIOTEPHOH HH(GOPMALHH HIH
HEUTpaM3allM¥ CPENCTB 3allUThl HHGOpPMAaLM{, a TaKKe pearHpoBaHHE Ha

oOHapy>keHHEe 3THX POrpaMM H HHGOPMAIHH.

Ioxcucrema HOMKHA peasM30BBIBATh Mephl 3amutsl uH(opmanuu I'YC 3-ro

KJacca 3amumeHHocTd (K3):

Meps! 3amuTbl HHGOPMANHH B HHPOPMAIHOHHEIX
cucremMax
Peanu3auys aHTHBUPYCHOM 3alIUTHI
O6HoBneHre 6a3bl JaHHBIX NPH3HAKOB BPEIOHOCHEIX
KOMIIBIOTEPHBIX Iporpamm (BUPYCOB)

Iloncuctema 06H3DV)¥(CHI/IH ( IPENOTBPAIIEHHs ) BTOPYXKEHUH

Iloncucrema  obOHapykeHHst  (LpeOTBpallleHHs) BTOPKEHMM  JOJDKHA
obecnieunBaTh  OOHapyxeHHe  JedicTBMH B  HHGOPMALMOHHOH  CHCTEME,
HanpaBleHHBIX HAa  IpeJHaMEpeHHBIH  HECaHKIMOHHPOBAaHHBEIM  HOCTYH K
MH(pOpMaLHH, CrieNUalIbHbIe BO3JCHCTBHS HAa MHQOPMAIMOHHYIO CHCTEMY H (MIIH)
UH(OPMAIMIO B IEJIIX €€ NOOBIBaHUs, YHHYTOKEHUS, UCKAKEHHs U GIOKHPOBAHUS

JIOCTyIIa K H”HGOPMAIINH, a TaKXKe pearHpOBaHHe Ha 3TH JeHCTBHS.



Meper sammtel MHopmarmu s TMC 3 knacca 3amIMINEHHOCTH — He

NpCABABIIAIOTCA.

/

IMoncucrema KOHTpOIS (aHAIN3a) 3alUINEHHOCTH HHMOPMAIHH

IlopcucteMa KOHTpods (aHaTH3a) 3ALIMLIEHHOCTH HHGOPMANMH JOJDKHA
obecrieynBaTh KOHTPOJb YPOBHS 3aINMIIEHHOCTH MH(OPMAIUM, COJAepXAIeiics B
MH(OPMAlMOHHOH ~cHCTeMe, IIyTeM NpPOBEAEHHs MEPONPUATHH IO aHaIM3y
3aIUIIEHHOCTH HH()OPMALHOHHON CHCTEMBl M TECTHPOBAHHIO €€ CHCTEMB! 3allUTHI
uH(pOpMaIIHH. )
IoncucreMa JOMKHA peann30BEIBaTh MepHl 3auTel HHGopManuu ITHUC 3-ro

Kiacca samumenHoctH (K3):

Mepp! 32T HHGOPMALHH B HHPOPMALHOHHBIX
cHCcTeMax

BriaBnenne, aHanmus ys3BUMOCTeH HH(POPMALMOHHON
CHCTEMBI M OIIEpaTUBHOE YCTpPaHEHHE BHOBb
BBISIBJIEHHBIX YS3BUMOCTEH
KonTpone ycraHOBKM OGHOBIEHHMM IPOrpaMMHOIO
obecrniedyeHus, BKIIOYas OOHOBJIEHHE IPOrPaMMHOIO
ofecnedeHyst CPeACTB 3alUThl HHPOPMAIHH
Kontpone  pabGoTocmocobHocTH, mapameTpoB .
HaCTPOMKH M IPaBHIBHOCTH (YyHKIMOHUPOBaHHUS
IIPOrpaMMHOro obecrnedeHuss M CpPEeACTB 3allUTEHI
UHpOpMaLHUH
KoHTpone cocraBa TEXHHYECKHX CpPEJCTB,
IIPOTpaMMHOro obecreyeHusT M CpeACTB 3all{UTHI
HHbOpMaIIHH
KoHTposnp npaBui reHepallid M CMEHBI Iapoliei
ITOJIb30BATENIEN, 3aBEICHHUs U YAAJICHUS YYETHBIX
3allMCcell MONb30BaTeNel, pealn3aly IIPaBHII
pasrpaHuYeHust JIOCTYIIOM, IOJTHOMOYHH
[10JIL30BaTeNe B ”HOOPMAITHOHHOM CHCTEME

IMoncucrema obecnedyeHus OCJIOCTHOCTH I/IHd)ODM&III/IOHHOﬁ CUCTCMEL H

uadbopMalun

Iloncucrema ofecriedeHHuss LENOCTHOCTH HH(POPMALMOHHOM CHCTEMEI M
HHpOpMaLlUH JOJDKHA obecrednBaTh 0OHapyxeHHue (HaKTOB HECAHKIIUOHHPOBAHHOTO

HapylIeHHs LEJOCTHOCTH HH(QOpPMaUMOHHONH CHUCTEMBl H cojnepiKalleiicss B Hei
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MH(pOPMaIHH, a TaKKe BO3MOXXHOCTh BOCCTAHOBJIEHHS HH(OPMAI[HOHHOH CHCTEMEI H
cozepalieiics B Hell HH(OpMaIIH.
IMoxcucTeMa nomkHa peanu3oBBIBaTh Mephl 3amuThl uHGopMaiuu TUC 3-ro

Ki1acca 3amuieHHoctd (K3):

Meprl 3amnThl HHpOpMaHH B HHGOPMAHOHHBIX
cHcTeMax
ObecrnieyeHne  BO3MOXHOCTH  BOCCTAHOBJICHHS
IIPOrpaMMHOro 00ecIeyeHHs, BKIIIOYasl IPOTPaMMHOE
obecrnieueHye CpeNCTB 3alUTEl HH(OPMALUH, IIpH
BO3HUKHOBEHHHU HEIUTATHBIX CHTYalHii

Iloncucrema obecrneyenust JOCTYITHOCTH I/IHd)g)MaLII/II/I

IloxcucreMa obecnieueHns DOCTYNHOCTH MH(OpPMalMK JOJHKHA 0becreynBaTh
aBTOPH30BaHHEIN JOCTYN IHONb30BaTeNel, HMEIOIMX IpaBa [0 TaKOMY HOCTYIy, K
uHpOpMaIuy, cojepxalieiics B UHQOPMAI[MOHHON CHCTEME, B IITATHOM PEXHME

(bYHKLIMOHUPOBaHUS HH(POPMALIMOHHON CHCTEMBEL.

Mepsr 3amutel uHbopMmanuu mis [MC 3 kjacca 3alIMINEHHOCTH — He

IIpEeaABABIISIOTCA.

IToacucrema 3aIIHUTHI CpCAbl BUPTYAJIU3alluu

[lomcucremMa  3amuTEl  Cpefbl  BHPTYalIM3alMHd  JODKHA  HCKIFOYATh
HECaHKIIMOHUPOBAHHBIA AOCTYNl K MH(OpMaLuH, o0pabaTsiBaeMOi B BHPTYaIbHOM
HH(PacTpyKType, M K KOMIIOHEHTaM BHPTY&IbHOM HH(PACTPYKTYpPH, a TakKiKe
BO3JIEUCTBUE HAa HMHQMOPMAIMIO M KOMIIOHEHTE, B TOM 4HCIE€ K CpEJCTBaM
YNpaBIeHUs. BHPTYyaJbHOW HHQPACTPYKTypOol, MOHHTOPY BHPTYAJIBHBEIX MAIIHH
(runepsusopy), cUCTeMe XpaHeHHs JaHHBIX (BKIIIOYAs CHCTEMY XpaHEHHs oOpa3oB
BHPTY&IPHOW HWH(QPACTPYKTYpHI), CETH Iepefayd [JaHHBIX Yepe3 3JIeMEHTEI
BHPTYalbHOH MM (Hu3HYECKOH HHOPACTPYKTYpHl, TOCTEBEIM ONEpPalOHHBIM
CHCTeMaM, BHPTyaJlbHBIM MalHHaM (KOHTeiiHepaM), CHCTeME M CEeTH PeILIHKAIVH,
TCPMUHAIBHBIM M BHPTYAJIBHBIM YCTPOMCTBAM, a TalOke CHCTEME DE3EPBHOrO

KOIIMPpOBaHUA H CO31aBAa€MbIM €0 KOITHSIM.




IMoncucreMa nomKHa peaan3oBBIBaTH MepHl 3amuThl HHGopManuu I'HC 3-ro

KJ1acca 3amumeHHoctH (K3):

Mepe! 3amuTh! HHGOpMaUHH B MHGOPMAaHOHHBIX
CHCTeMax

Wnentudukauus u ayTeHTH(HUKaNusa Cy6BEKTOB
JOCTyna M OOBEKTOB JIOCTyla B BHPTYaJbHOM
HHPPACTPYKType, B TOM YHCIE aJMHHHCTPATOPOB
YIpaBJIEHHs CPEICTBAMH BUPTYAJIH3AI[HH
VYupasnenue A0oCTynmoM cyOBEKTOB IOCTyna K
00BeKTaM JIOCTyNa B BUPTYalbHOM HH(pPAcTPYKType,
B TOM YHCJI€ BHYTPU BUPTYAJIbHBIX MaIlIHH -
Perucrtpanus cobbiTuii 6€30MacHOCTH B BUPTYalIbHOM
MHPacTpyKType
Peanusamnus 1 ynpapieHle aHTUBUPYCHOM 3alluToil B

BUPTYyalIbHOH HHGMPACTPYKType

IToncucreMa 3aMUTHI TEXHUYECKHUX CPEACTB

IToncucreMa  3alIMTHl  TEXHHYECKHX  CPEACTB  JODKHA  HMCKIIOYATh
HECaHKI[MOHUPOBAHHBIM [JOCTYII K CTAallHOHAPHBIM TEXHUYECKHM CpEJICTBaM,
oOpabarsIBaroIuM nHpopManuio, CpencCTBaM, obecrnedynBaroUNM
(QyHKIMOHHPOBaHHE HH(OPMAIMOHHOM CHCTEMBI (Hajee — CpPeACTBAa OOEeCHEeUeHHs
(YHKIMOHHPOBAHHMS), U B NOMEILEHHAs, B KOTOPHIX OHM HOCTOSHHO DPacHOJIOXKEHE,
3alIUTY TEXHUYECKUX CPEACTB OT BHEIIHHUX BO3JAEHCTBUI, a TakXke 3allUTy
MH(GOPMAaLUH, NPEICTABICHHOM B BUle HHPOPMATHBHBIX JI€KTPUYECKUX CHTHAIOB H
¢dbu3UYeCcKuX moeii.

[loacucrema nomKHA pealn30BBIBAaTE Mephl 3ammTel uHMGopmaiuu IUC 3-ro

Kiacca samuinesHoctH (K3):

Meps! 3amuThL HHpOPMAaLHH B HHPOPMAUHOHHBIX
cHCTeMax

Opranuszanus KOHTPOJIHMPYEMO# 30HBI, B Ipeeiiax
KOTOpOH IIOCTOSIHHO pa3MEeIIaloTCs CTalHOHApHBIE
TEXHUYECKHE  CpeJCcTBa,  oOpabaThIBaroIIHe
HH(OpMaLMIo, U CPeACTBa 3alUUTHl MHGOPMAIMH, a
TaKxe cpelictBa obecneuenns QyHKIHOHUPOBAHHUS
KoHuTpone u ynpaBiieHHe (U3HYECKUM IOOCTYIIOM K
TEXHUYECKHM CpEeACTBaM, CpEJACTBaM 3alllUTHI
uHdopmanuy, CpeAcTBaM obecrieueHus




(GYHKIHMOHNPOBaHHs, & TaKKe B IOMELICHUS W
COOPY)XEHHsI, B KOTOPHIX OHH YCTaHOBJIECHHI,
HCKJIIOYAIOMINE - HECAaHKIMOHMPOBAaHHBIA  (HU3NYECKHUH
JOCTynl K cpencrBaM o6paboTkd HH(oOpMaIuy,
CpeACTBaM 3allUThl MHGOpMaLMH U CpeacTBaM
obecrieyenuss (QyHKUMOHHPOBaHMS HHQPOPMAIMOHHOM
CHCTEMBI H IIOMEILEHHUS U COOPYIKEHHUS, B KOTOPBIX OHH
YCTaHOBJIEHEI

Pasmemenne ycTpoiicTB BbIBOZa (OTOOpaKeHHs)
UHpOpMaIUy, HCKITIOYAIOIIee ee
HECAaHKIMOHUPOBAHHBIH IPOCMOTP

IToacucrema 3aIlTHUTHI HHd)ODMaHHOHHOﬁ CHUCTEMBI, €€ CpEACTB, CHCTEM CBSI3H

H repcnady JaHHbBIX

IoxcucreMa 3amuTHl HHGOPMALUOHHOM CHCTEMEI, €€ CPENCTB, CUCTEM CBS3H U
nepeflayd  JaHHBIX  OOJDKHBEI  ofeclieyuBaTh  3alfuTy HHGOpPMAmMHd  IpH
B3aUMOJEHCTBUN HMH(OPMALIMOHHON CHCTEMEBI HJIH €€ OTAEIBHBIX CErMEHTOB C
HHBIMH MH(OPMAaIIOHHEIMH CUCTEMaMM U “H(OpPMaLIMOHHO-
TEICKOMMYHUKAIHOHHBIMM ~ CETAMM  IIOCPEJCTBOM IPUMEHEHHS apXHUTEKTYpBhI
HHQOPMAllMOHHOM CHUCTEMBI, IPOEKTHBIX pEIIeHHH II0 ee CHCTEME 3allliTHI

uH(pOpMaNKY, HalpaBJIEHHBIX Ha 00eceYeH e 3alUTsl HHQOPMaLKH.

IloacucreMa HOMDKHA pealn30BEIBaTh Mephl 3amuThl uHpopManuu TYUC 3-ro

Kiacca 3anpmenHoctH (K3):

Mepn! 3amuThbl HHGOPMAHH B HHPOPMAIHOHHBIX
cHCTeMax

Ob6ecneyenne 3amuThl HHYOPMALUK OT PACKPHITH, _
MoAuGUKAIMK W HaBS3bIBAaHUA (BBOJA JIOXKHOM
uHbOpMaIUN) Ipu ee nepenave (MOATOTOBKE K
nepejade) o KaHajgaM CBS3HM, UMEIOIIHUM BBIXOJ[ 34
Ipeaensl KOHTPOJIMPYEMO 30HBI, B TOM YHCIE
OGecrpoBOIHEIM KaHaJIaM CBS3H
3anpeT HeCaHKIIMOHUPOBAaHHON yaIEHHOM aKTHBaIluH
BHJICOKaMep, MHUKPOGOHOB MU HHEIX MepH(EepHMHEIX
YCTPOMCTB, KOTOpblE MOIYT aKTHBHPOBATHCSH
YOQIEHHO, W OMNOBELIEHHE IOJIb30BarTeNieil 00
aKTHBallMM TaKUX YCTPOICTB
3ammra 6€ClIpOBOJHBIX COEHAMHEHHUH, NPHMEHAEMEIX B
HH(GOPMaIMOHHOM CHCTEME




3ammra MOOMIBHBIX  TEXHHYECKHX CpEICTB,
IIPUMEHSEMBIX B HHPOPMAIHOHHOM CHCTEME

.1.1.1.2 TpeGoBanus K XapaKTepHCTHKaM B3aUMOCBS3EH MEXIY
xomnoHeHTamu C3I1TH, e€ coBMecTMOCTH U criocobaMm obMmena uHpopmanueit

Kommonentamu C3IT/IH ABIAIOTCS NpOrpaMMHEBIE M IIPOrPaMMHO-aNNapaTHEIE
CpelCcTBa, peanusylomue B MyHuuumnansbHoMm cermenTe PYC EI'D ¢yHKOMHM 3amiuTse!
HH(pOpMaLHH.

Bzanmocssise Mexny kxommnonentamu C3I1JIH nomxHa obecrmeyuBaThCs HX
uuterpanuei B JgerctByrouryro C3I1Jx UCII[Jn n myHununaneHeiii cerment PUC
EI'D myTem nopaboTku (MOAepHU3aLUHN) IIOCIIEIHETO.

BHoBE ycTaHaBNvBaeMble CpPENCTBa IOJKHBI OBITH COBMECTHMBI CO INTaTHBIM

I1O mynununanssoro cermenta PUC EI'D.

1.1.1.3 TpeboBanus k pexuMaM QyHKITHOHHPOBAHHUS

Kommnexkc cpenctB 3ammurtel (KC3) nmomkeH obecrieduBaTh —CleLyrOLIHE

pexxumel 00paboTKu:

- KOJUIEKTHUBHBIN (MHOTONOJIB30BATENIBCKHI).

C3IT[JH nmomxHa ofecmeyuBaTh CIEAYIOUIHE DPEXHMBI pasrpaHHuEHHs IIpaB
JOCTYIIa MoJIE30BaTesie MyHuunaisHoro cermedta PUC EI'D:
- C pasrpaHHYeHUeM IIpaB JocTyna (pa3Hble IIpaBa JOCTyIa);
C3I1[Ja  pomxHa ofecnedyuBaTh CHEAYIOIIME PEXUMBl  NPUMEHEHHUS
(pyHKUIMOHHMpOBaHHS):
- HEMPEPBIBHOT'O JJIUTEIBFHOr0 IpUMeHeHHUs (TIPH KPYTJIOCYTOUHOM pEXUME
paboTsi);
- MHOIOKPaTHOT'O LIUKJINYECKOro IpuMeHenus nis CA3.
1.1.1.4 Tpe6oBaHus 110 AUArHOCTUPOBAHHIO CHCTEMBI
C3I1/11 fomkHa MMETh BCTPOEHHBIE CpeICTBa TUarHOCTUPOBAHUS U (MIIH)

HCII0JIb30BaTh (DYHKIIMHM KOHTPOJIS LIEJIOCTHOCTH, BXOASIUX B coctaB C3U.

.1.1.1.5 IlepcieKTHUBEI pa3BUTHS U MOJIEPHU3ALMH CUCTEMBI
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C3[IJn pmomxHa ofecreYnBaTh BO3MOXKHOCTh MACIITAOMPOBAHHS CHCTEMBI
IYyTEM INPHUMEHEHHs JOMOJIHUTEIBHBIX CpPEACTB 3allUTEl 0e3 CYIIEeCTBEHHEBIX

orpaHu4YeHui paboTocnocoOHOCTH MyHHUHNIATEHOrO cerMenTa PHUC EI'D.

1.1.1.6 Tpe6oBaHus K YHUCIEHHOCTH ¥ KBanubuKanuy nepcoxana C3IIJIH 1

pEXNMY ero paboTsl

C3I1)JIx He noiDKHA YBEIHMYUBATh YHCIIEHHOCTD MEpPCOHANa 3aKa3ynKa, a TAKKe
HEe JO/DKHA M3MEHATh TpeboBaHMS K KBUTU(UKALMK I€PCOHANA, IOPSOKY €ro
MOJATOTOBKH, KOHTPOJIIO 3HAHUI U HABHIKOB. -

PexxuM pabGoTh! IepcoHasa OIpenessieTcss COOTBETCTBYIOIMUMH JOJDKHOCTHBIMH

Y pEerIaMEHTHPYIONIMMHI HHCTPYKIUAMH 3aKa3drKa U ero IoJipasesieHUH.

1.1.2 Tpeboeanus k noxazamenam HaA3HAYEHUs

INapameTpaMu, XapakTepH3YIOMHUMH cTenenb coorBercTBus C3II[H  eé
Ha3HAYEHHUIO, SIBJISIETCS] NOCTIDKEHHE IMOKa3aTesel 3alllMIIEHHOCTH MYHHUIUNIAIHEHOTO
cermenta PUC EI'D, B Bunie MeponpusTuii, obecneunBaronux coorBeTcTBUe C3I1IH
«TpeboBanmii o 3amure HHGOPMAIMH, HE COCTABJISIONIEH TOCYJapCTBEHHYIO TaifHY,
COJICPKALLUXCSA B TOCYZapCTBEHHBIX MH(OPMAIIMOHHBIX CHUCTEMAax» MU JOCTAaTOYHBIX
U1 HEeWTpaJu3allid aKTyallbHBIX yrpo3 Oe3omacHoctu IIJIH, omnpeneneHHBIX B

COOTBETCTBUU ¢ MoJiesIbIO yrpos.

- 1.1.3 Tpebosarus k HadexcHocmu

B obmiem BHJIE TpeboBaHus K HamexxHocTH C3IIJIH [OMKHBEI COOTBETCTBOBATh
TpeboBaHMAM N0 HaAeXHOCTH, 3amaHHbIM Juisi VICII/[H, B TOM uucle NO BpeMeHH
BOCCTaHOBJIEHHS.

Bwmecte ¢ TeMm, HagexHocTs C3T1/IH B YCIIOBHAX M peXXHMMaX SKCILTyaTalluH,
ycra”HoBieHHbIX 1. 1.1.1.3 mHacrosmero Ortdera, HODKHA XapaKTepH30BaThHCSA

3HAYCHUsAMH IoKasaTtened HanexxHoctd (IIH), onpepensemMsiMu cBoiicTBaMu

peMoHTOnpHUrogHoctu aneMeHToB C3I1/IH B ciiyyae UX OTKasza WM OTKa3a cOoitHOro

xapakTtepa (cOos):
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= Cp€aHCEC BpEMsI BOCCTAHOBJICHHS Ha o0BeKTe JKCILUlyaTallikd CHJIaMU

3aka3unka — He OoJiee 8 u;

— CpeIHUH CPOK CIykOBl — He MeHee S5 JieT (WM B YCTaHOBJIEHHBIX CITydasx
OIIPEAEISIETCA CPOKOM IEHCTBUS AOKyMEHTa, HOATBEPXIAIOLIETO OLICHKY
COOTBETCTBUs TpeOoBaHUAM Oe30MmacHOCTH HHGOPMAIIUN).

OrpanuyeHuss no cmocobam ofecrneueHus 3afgaHHBIX 3HaveHud [TH,
onpenestorcss  TeMm, uro 3ammra C3[IJx ot cboeB H OTKa30B, JOJDKHA
obecrieunBaThCcsl ~ CpeICTBAaMH W cucTeMaMmH  OecriepeGoiHOro nmaﬁm,
NPpOTPaMMHBIMH ~ CPEACTBAMH apXWUBHpPOBaHMSI U PE3EPBHOIO  KONHPOBAaHUSA,
peanmu3yemMbiMi B MyHULMNabHOM cerMeHTe PYC EI'D BHe paboT, BRINONHAEMBIX 10O
HacrosimeMmy Otuery.

Boccranosnenue cpoiictB ¢yHkuuit 6e3omacHoctu C3I1[IH mocne cboeB u
0TKa30B 000OpY/IOBaHHUSA HOIDKHO OOECHedMBaThCS B COOTBETCTBHU C TpeOOBAHMSIMHU
P ®CTIK Poccun, yCTaHOBIEHHBIX IJIsI COOTBETCTBYIOILMX CPEACTB M CHCTEM

3alUTHl HHGOPMAaLIUH.

Ilpu sTom, otka3 C3U He momkeH NpUBOAUTH K paspyLIEHHUIO IIPOrpaMM M
JAaHHBIX, O0EeCMeYuBaIOIMX HOpPMaJbHOE (YHKIMOHUPOBAaHHE MYHHULIHNAIBEHOIO
cermenra PYIC EI'D.

Komnonentsl C3I1J[H MOoryT OBITH HEBOCCTAHABIMBAEMBIMH, €CJIM HX PEMOHT
cwiamMu 3aka3uMKka He TpeaycMoTpeH. Jlinsi HEeBOCCTaHaBIMBAacMBIX KOMIIOHEHT

IOJDKHO OBITH MPEIYCMOTPEHO CIICAYIOLIEe:

- 11 TpOrpaMMHEIX KOMIOHEHT — BeaeHue nAByx komumi IIO, ux

INEPHOANIECCKOC oOHOBJIEHUE U KOHTPOJIb pa6OTOCH0006HOCTI/I;

- JUIsl annapaTHBIX KOMIIOHEHT — BEACHUE PE3€PBHUPOBAHHUA H KOHTPOJIb HX

paborociocoOHOCTH. ’
ITo xapaktepuctukam nocieacTBuil otka3zoB C3IIJIH IoDKHA COCTOATH W3
KOMITOHEHT, OTKA3bl WJIH IEPEXO]] B IIpeAelIbHOE COCTOSIHUE KOTOPHIX HE MPUBOJUT K

HIOCIEACTBUAM KaTacTpodHyeckoro (KpUTHYecKoro) xapakrepa (6e3 yrpossl Iuit

12




XKH3HH M 3JI0POBBS JIIOACH, HE3HAYMTEIBHBIM WM «YMEPEHHBEIM» 3KOHOMHYECKHM
IIOTEPSIM).

BrleykaszanHbsle TpeOOBaHHS K HaNE)XXHOCTH MOTYT YTOUHSTHCS Ha 3Tamax
IIPOCKTUPOBAHMS, IIPEABAPHUTENIBHBIX U IPHEMO-CHATOYHEIX HMCIBITAHUAX IO
NIOKa3aTeJsiM HAJEKHOCTH, 3asBJICHHBIM IIPOU3BOAUTESIMA B OKCIUTyaTal[HOHHOM
JOKyMeHTauuH, npuiaratomieiics k C3Y, mocraBisieMbIM B paMKaX BBITOJHEHHS

Hacrosuero Oryera.

- 1.1.4 Tpebosanus no 6ezonacnocmu

Ilpy MOHTa)ke 3JIEKTPOYCTaHOBOK JOJDKHBI BBIMOJHATECS TpeGoBanus I'OCT

12.3.032-84.

C3I1[1 He moiDKHA HAapyIIaTh 3alUTy OT BO3JEHUCTBHS 3JIEKTPUYECKOrO TOKa,
3JIEKTPOMArHUTHBIX MOJIeH, aKyCTHYeCKHX IIyMOB U T.II., @ TaKXe YyXyHAIIaTh
JOITyCTUMBIE YPOBHH OCBEHIEHHOCTH, BHOpDAllMOHHBIX M IOYMOBEIX Harpysok,

yCTaHOBJIEHHbIE B MyHULIUNAIbHOM cermeHTe PHC EI'D.

1.1.5 Tpeboeanus Kk 3p2OHOMUKE U MEXHUYECKOU ICMEemuKe
Obecnedyenne KOMGOPTHOCTH YCJIOBHHM paboOTHl mepcoHaa U TpeGoBaHHi K
TEXHHYECKOM 3CTETHKE He SBIETCS MNpeaMeToM paboT, BBINOJHAEMBIX IO
HacTtosmeMmy Otuery.
C3I1[JH He nomxHa yxyamarb ycraHoBiieHHble B VICII/lH sproHoMHuecKue
TpeGoBaHUs1, €CIIH OHM OBLIN BHIIOJHEHB! B COOTBETCTBUU C:

—TOCT 20.39.108-85 KomMmmiekcHasgs cucreMa OOIIMX TEXHUYECKUX
TpeboBanuii. TpeboBaHUA IO DProHOMHKE, OOHTAEMOCTH M TEXHHYECKOM
screruke. HoMeHknarypa u nopsigox Beibopa;

—T'OCT 12.2.032-78 Cucrema craHaaproB GezonacHocTn Tpyza. PaGouee

MeCTO IIpH BRINOJHEHUH paboT cuns. OO1ue 3proHoMudecKue TpeboBaHus;

—T'OCT 12.2.033-78 Cucrema craHmaptoB Oe3oracHocTd Tpyna. Pabouee

MECTO IIpH BHIIONHEeHUH paboT crost. O6He 3proHoMuyeckue TpeboBaHus;

13




—I'OCT 21480-76. Cucrema «Yenosek-mamuHa». MHeMocxeMbl, O6ume
S5pPrOHOMHUYECKHE TPEeOOBAHU;

—I'OCT 21786-76. Cuctema «Uenosek-MaimHa». CHIHATH3aTOPH! 3BYKOBEIE
HepeyeBhIX coobuienuii. O6mme sproHoMuYecKie TpeOGOBaHuUs;

—TI'OCT 21958-76. Cucrema «HenoBek-Marmusay. 3an 1 KaGHHBI OIIEPATOPOB.
B3aumuoe pacnonoxxeHne pabounx Mmecr. OOWmMe 3ProHOMHYECKHE
TpeOoBaHus;

—TI'OCT 21829-76. Cucrema «Uenoek-Mamunay. KogupoBanue 3puTeasHOM
HH(pOopManuu. DproHoMUIecKue TpeOOBaHuS;

—I'OCT 21889-76. Cucrema «Yenosek-Mammna». Kpecno uyenoeka-
oneparopa. Obie sproHoMHYecKre TpeboBaHHUS;

—T'OCT 22269-79. Cucrema «Yenopek-MarmHay. PaGodee MecTo onepartopa.
B3anMHOe pacnonoxxeHue 3yneMeHTOB  pabouero mecra. (OOmue
3proHOMuYecKue TpeGoBaHuUs;

—T'OCT 29.05.002-82 Cucrema cTraHAapTOB 3prOHOMHYECKHX TpeOOBaHHUH U
3PrOHOMUYECKOTO obecrieueHusl. HupukaTopbl udpOBEIE
3HaKocHHTe3upyromue. O0Imue sproHoMudeckue TpeboBaHus;

—T'OCT 29.05.006-85 Cucrema craHAapTOB SprOHOMHYECKHUX TpeOOBaHUN U
sproHoMuyeckoro obecrieuenus. TpyOKu 3J1€KTPOHHO-JIy4eBBIE TIPHEMHBIE.
O61mye 3proHoMUYeCcKre TpeOOBaHUS;

—TOCT 30.001-83 CucremMa craHmapTOoB DSpProOHOMHKM M TEXHHYECKOH
acteTukd. OCHOBHBIE MOJIOKEHUS;

—T'OCT HCO 8995-2002 IIpuHUMIIEI 3pUTEIBHOM 3proHoMUKH. OcBelieHne
pabounx cUCTEM BHYTPHU IOMELIEHHUH;

—-I'OCT P 50923-96 [ucruien. Pabouee wmecto omeparopa. OOmme
3pProHoMHYeCKHe TpeOGoBaHUS W TpeOOBaHHS K NPOH3BOACTBEHHOH cpene.

MeTO,HBI H3MEPECHHSI,

14




—TOCT P  50948-2001 CpencrtBa  otrobpaxkeHuss  HHPOPMALHHU
UHIWBUIyJIbHOrO monib3oBaHusa. OOnie sproHoMudeckue TpeGoBaHHSA U
TpeboBaHUs 6e3011acHOCTH;

—TOCT P  50949-2001 CpencrBa  otoOpaxkeHus  HHpopManuu
HHIOWBUAYAIbHOIO  IIONB30BaHUA. Mertonpl HM3MEpeHMH M OLIEHKH
3ProHOMHYECKUX [TapaMeTPOB U NapaMeTpoB O€30ITaCHOCTH;

—TOCT P 52324-2005 OproHomuueckne TpeboBaHus K pabore. ¢
BU3YQJIBHBIMU JIUCILIESIMH, OCHOBaHHBIMM Ha IUIOCKMX MaHesX. Yactp 2.
OproHoMuueckue TpeOOBaHUA K JUCIUIESAM C INIOCKHUMH IaHEISIMH;

—T'OCT P MCO 13406-1-2007 OproHoMuyieckne TpeOGOBaHHS K MPOBENECHUIO
oHcHBIX paboT ¢ HCHONE30BaHKEM IUTOCKOIAHE BHBIX TEPMHHAIOB. YacTh
1. Beenenue; '

—T'OCT P 52870-2007 CpencrBa oToOpaxkeHus1 HHGOpMaAIUH KOJUIEKTUBHOTO
nosnp30Banus. TpeboBaHUs K BH3YaIbHOMY OTOOpaXeHHIO WHGOpPMaluu U
cnocoOBI U3MepeHus;

—T'OCT P UCO 15265-2006 MenemxmenT pucka. OCHOBBI CTPaTeTHH OLIEHKH
pUCKa JyIsl WpemylpeXkAeHHs crpecca M JUCKoMdopra B TepMalIbHBIX
pabouux cpepax;

—T'OCT P MCO 9241-3-2003 DprosoMuyeckre TpeOOBaHUS IIPH BEHITOIHEHHH
o(pHCHBIX paboT ¢ UCTIONBE30BaHUEM BUEOMUCILIEHHBIX TepmuHaioB (BJT).
Yacts 3. TpeGoBaHus K BUSyTEHOMY OTOOpakeHHUIO HH(OpPMAaLUK;

~T'OCT P UCO 9241-7-2007 OpronoMuueckre TpeOOBaHUS MPU BBITOIHEHUH
O(HCHBIX paboT ¢ UCMONBE30BaHUEM BUACOMUCILIEHHEIX TepMuHanoB (BT).
UYacTs 7. TpeboBaHus K AUCILIESM NPU HAJIMYHH OTPaXkKeHUI;

—T'OCT P MCO 9241-8-2007 SproHoMuyeckue TpeGOBaHNs IIPU BBIIIOJIHEHHH
o¢HUCHBIX paboT C UCIONB30BaHUEM BHAeonUCIIeHHbIX TepMuHanos (B/IT).

UYacts 8. TpeboBanus K 0ToOpa’kaeMbIM I[BETaM.
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1.1.6 Tpebosanus k sxcnayamayuu, MexHULeckoMy 0BCLYHCUBAHUIO,

pemonmy u xparenuio komnorvenmog C3I1/n

B akcimyaraiimoHHolt JokyMeHTanuu Ha ycTtaHaBiauBaemble C3M moinxHBI
colepXaTbCsl pEeKOMeHAalMu 10 perjamMeHTy obcmyxuBanus C3M u cocraBy

nepcoHaia, MUHUMAJIbHO JOCTATOYHOMY 1A obecneyeHud paGOTBI.

OKCIUTyaTallMOHHAs JIOKYMEHTalUss JOJDKHA COJIEP)KaTh pPEeKOMEHIAINH
aZIMUHUCTPATOPY 6e30macHOCTH HHbOpMalnH 1o BOCCTaHOBJICHHIO

pabotocrniocobHoctu C3U.

1.1.7 Tpebosanus no coxpanHocmu ungopmayuu

VcroitunBocte C3IIJH K BHYTpPEHHHM BO3HEHCTBYIOIIMM (hakTopaM Ha
nHdopmanuio (oTkaspl, cbou, omubku) obecrednuBaeTCd B COOTBETCTBUH C
TpeGOBaHMSAMH IO HAJE)XHOCTH U JIOJDKHA COOTBETCTBOBATH YCTOMYHUBOCTH

dyuxuonuposanus UCIIIx mwmm ee xomnonenTos o 'OCT 16325, TOCT 20397,
I'OCT 21552, TOCT 27201.

Texuuueckre cpeacrtsa C3II[JH gomkHel obecnednBaTh COXPaHHOCTE
“HGOpMAaIK TP OTKITIOYEHHUH JIEKTPOIIUTaHUs, IIPH aBapHsaX, & TaKXKe B YCIIOBHAX

HGGJIaFOHpI/IS{THBIX NPHUPOOHBIX SIBJICHHU U CTUXHUIHBIX GCHCTBHﬁ.

" 1.1.8 Tpebosanus k cpedcmeam 3aujumel OM 6HEUIHUX 8030€LHCMEUlL

IpenoTBpalleHHe H3MeHeHHsT HH(OpMaIMH 3a CUYET BHEIUHMX BO3NEHCTBHH U
¢axtopos Ha C3TI/IH DOJHKHO COOTBETCTBOBATH TPEOOBAHUAM, MPEABABIIEMBIM K €€

xommorenTam mo I'OCT 16325, TOCT 20397. TOCT 21552, TOCT 27201, xoTopsle,

IIpH HGOGXOHI/IMOCTI/I, YTOYHAIOTCH 3aKa34yuKOM.

Tpe6oBanus MO MPENOTBPALICHHIO M3MEHEHHs 3aIUIIaeMoll HHPOpMallH 32
CUeT BHEIIHMX MOGOYHBIX SIBJICHHUI (2IEKTpOMAarHUTHBIX MOJel) yCTaHABIMBAIOTCS B
COOTBETCTBHH C HOPMaMmH IO 3JIEKTPOMAarHUTHOM COBMECTHMOCTH U HOPMAaTHBHBIMH
JOKYMEHTaMH TI0 MOKAa3aTelisaM, AEHCTBYIOIUM B MyHMImmanbHom cermeHte PYIC
E['D, KoTOpele, INpH HEOOXONMMOCTH, YTOYHSIOTCA 3aKasiMKOM Ha CTalud

TEXHHUYCCKOTO IIPOCKTHPOBAHHA.
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1.2 Tpebosanusn k gynxyuam (3adauam), evinonnsemvim C3In
(pynxyuonansusie mpeboeanusn)

Jts IpenoTBpamen s akTyalbHEIX yrpo3 GezonacHoctd I1JIH, onpeeneHHbIX
B «Mogenu yrpos...», B C3I1/Ix fomxHO 00eCeunBaThCs BEINOTHEHHE CIIEIYIOIHX

3aay:
1) Ilpu yrpo3e BBISBIEHHS HapOJIEi.
B MynnnunajgsHOM cerMeHTe HOJDKHEI IIPHMEHATHCS:

- ¢usnueckas oxpana HC, npemycMaTpuBarouias KOHTPOJb IOCTYNa B
nomemenuss HMC NDOCTOPOHHMX JIHI, HajJW4YHe HAOeXHBIX IPENaTCTBHE i

HECAaHKITNOHHPOBAaHHOI'O JOCTYIIa B IIOMCIICHHS,

- IpeAOTBpallleHHe BHeApeHUs B HH()OpPMallMOHHBIE CHCTEMBI BPEIOHOCHBIX

Iporpamm (IporpaMm-BHPYCOB) U IPOrPaMMHBIX 3aKJIa0K;

- aHaJIM3 3alUIIEeHHOCTH WH()OPMALMOHHBIX CHCTEM, IPEATIOaraoliii
IPUMEHEHHE  CHEeLMaIM3HUpOBAaHHBIX  IPOrpaMMHBIX  CpeACTB  (CKaHEpOB
6e301acHOCTH) U HHBIE MeTOJEI (CITOCO0HI) 3alUTHl HH(POPMAIHH

2) Ilpu yrpo3e yaIeHHOTO 3aIlyCKa IPUIIOKEHHH,

B MyHHUITMDQIEHOM CETMEHTE AOJDKHBI IPHMEHSITHCS:

- TMpoBEpKa HOAJIMHHOCTH OTIpaBuTels (YJICHHOrO IIOJB30BaTeNsd) H
LEJIOCTHOCTH IHEpeaBaeMbIX N0 HH(GOPMAaIHOHHO-TEIIEKOMMYHHKAIIOHHON CeTH

HHTepHeT (ceTH CBI3U 001Iero nojas30BaHus ) JaHHBIX; -

- yIpaBJieHHue JOCTYIOM K 3amuaeMbiM [1J1H nHpopMannoHHO CUCTEMBI;

- HCIOJNB30BaHHe aTpUOYTOB O0e30mMacHOCTH U HWHbBle MeToAsl (crocoObl)
3allUTH HHGOPMaLHUH.

3) Ilpu yrpose BHEOPEHHUS 10 CETH BPEAOHOCHBIX HPOrpaMM.

B MyHHIIMII&JIEHOM CErMEHTE JOJDKHBI IIPUMEHSTHCS:

- MEXCETeBOE 3KpaHHPOBaHHE C LIENBI0 YNpaBJeHHs NOCTYIIOM, (PUIbTpalluu
CeTEeBHIX IIAKETOB W TPAHCISAIUH CETEBBIX aApecOB I CKPBITHS CTPYKTYpBI

HHGOPMAIIOHHOM CHCTEMBI;
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- obnapyxeHnne BropxeHuii B WC, Hapymaomux WIH CO3JAIOMIUX
NPEANOCEUIKH K HapyLIEHHIO YCTAHOBJEHHBIX TpeOOBaHH 110 0OeCIeYeHHIo
6e3omacuoctu I1/1H;

- aHauM3 3allUIIEeHHOCTH HWH(QOOPMAlIMOHHBEIX CHCTEM, Mpearojararonmii
NpUMEHEHHE CHeHaTU3UPOBAHHBIX MIPOTrpaMMHBIX CpeACTB (ckanepoB
Oe30macHOCTH);

-  Hal{4ue  CpeACTB  BOCCTAaHOBJEHUA  cUCTeMbl  3anmTel  I1JIH,
MIpeayCMATPHUBAIOIINX BeAEHUE IBYX KONHH IIpOrpaMMHBIX KOMIIOHEHT CpEJCTB
3alMTEl  UHGOpPMaNUWHM, WX  IepHoaudeckoe  OOHOBJIEHHE W KOHTpOJb
paborocnocobHOCTH;

- uAeHTH(UKAIMA U TpOBepKa TMOMJIMHHOCTH IIOJIH30BaTENsl IIPH BXOIE B
cucreMy VIC no napoio ycjiOBHO-IIOCTOSIHHOTO JEUCTBUA JJIMHOM HE MeHee me.cm
OYKBEHHO-IIU(POBBIX CHMBOJIOB;

- perucTpanys Bxonaa (BBIXOZa) MONb30BaTels B cUCTeMy (M3 CHCTEMBI) JIHOO
perucTpanysi 3arpy3kd M HHUIUANIM3alus ONEpPallMOHHOM CHCTEMBI H €€
IIPOrpaMMHOI0 OCTaHOBA.

4) Tlpu yrpose cOOsI CHCTEMBI 3IEKTPOCHAOXKEHHS.

B MyHHIMIIATEHOM cerMeHTe Ko BeeM kittoyeBbIM anteMenTaM MCIIIH nomKkHb!
OBITH MOIKIIOYEHBl MCTOYHHKH OecrepeOOHOrO INHUTaHHS U OCYLUECTBIATHCH
pe3epBHOE KONMpOBaHUe HHPOpMAaIUH.

5) Ilpu yrpo3e Kpaxud Hocurened HUHQOpPMAalMH, YHHYTOXKEHHE U

MoaubuKauus HHPopMaluy, cogepxaiei IT1H.

B MyHHIMIAIBEHOM CErMEHTE JIOJDKHBI OBITE BBINOJHEHBI  CIIEHYIOHIHE
MEpOTPHUATHUSA:

- BBEeNEH KOHTpONb JocTyma (paspeluuTeibHas CHCTeMa JIONyCKa) B
KOHTPOJIMPYEMYIO 30HY;

- YCTAHOBJICHA OXpaHHasl CUTHAIU3alus, IBEPH 3aKphIBAaTHCA Ha 3aMOK;

- BeJICHHE yYeTa ¥ XpaHeHUsl HocuTtenel B ceifide;
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- paspaboTaHa MaTpuLa JOCTyIa, JOCTYH MOJb30BaTelieil K HH)OPMALHOHHEIM
pecypcaM  JIOJDKEH  OCYIIECTBISITCS B COOTBETCTBHM C  MaTpHleil, B
COOTBETCTBYIOIIUX XypHaJIax AOJKHO PErHCTPUPOBATHCS HAYAIO U OKOHYaHHE paboT

II0JIL30BATEIIEH;

- ceeMHele MHWM, npeanasnaueHHble i oOpabotku U xpaHenus I1]IH,
JOIDKHBI  YYMUTBIBATbCSI M MapKUpoOBaThCs, HUX Bblgada (TpHeM) JOJDKHA

PErUCTPUPOBATECS B XXypHAJIE;

- IOJDKHA OCYILECTBILITECA TakKe HACHTUPHUKAIMI ¥ NpoBepKa MOANUMHHOCTH
IOJIB30BATEIIS NIpU BXoje B cucteMy MIC no maposto yClIoBHO-IIOCTOSIHHOTO N€HCTBHS
JIUHOH He MeHee HIecTH OYKBEHHO-LIH(POBHEIX CHUMBOJIOB, a TaKXe perucrpaius
BX0Jia (BBIXO/a) MIOJIB30BATENSI B CHCTEMY (M3 CHCTEMBI) JTHOO pPerucTpauus 3arpy3Kku

U HHHOHUAJTU3al s onepaunonﬁoifl CHUCTEMBI M €€ IIPOrpaMMHOro 0oCTaHOBaA.

B pamkax BeImosiHeHHss pabor mno HacrosimeMy OTdeTy pelleHHe
BEILIETIEPEYHUCIIEHHBIX  3a/a4  JO/DKHO OBITh JOCTHrHYTO (M OrpaHHYEHHO)
CJIeAYIOLUMH cIIocobamu: ’
— NpUMEHEHHEM CpencTB 3amuThl nHopmaruu ot HCJI;

— IpUMEHEHUEM CPEICTB MEXCETEBOT0 SKPaHHPOBAHMS;
— IpUMEHEHUEM CpeICTB aHTHBUPYCHOH 3aIllUTEI;
— NpUMEHEHHE CPEACTB aHaJIN3a 3allHIIeHHOCTH;

— NPUMEHEHHEM CPEJICTB KpUnTorpaduyeckoii 3aiiuThl HHQOpMAaLHH;

— IpUMeHeHHueM OpraHu3aIiOHHBIX U TEXHUYECKUX Mep,
IpelyCMaTPUBAIOLINX HCIONB30BaHue peanusoBaHHbix B C3H MCILOH u
MyHuunaieHoM cerMmente PUC EI'D crioco6oB pasrpaHu4eHHs, KOHTPOJIS
H YIOpaBiIeHUS IOCTYIIOM K 3allldIlaeMbIM pecypcaM H IIOMEILECHHUSM,
TECTHPOBaHMs. MU KoHTpoyisi (ayauta) Oe3omacHOCTH HMHGOpMAalWH,

obecrieyeHns] yCTaHOBJIEHHOTO pexuMa 0e30macHOCTH, (HU3HYECKOH
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3aIIUTHI, TCO, apXUTEKTYPHO-TJIAaHUPOBOYHBIX PpELIeHHH,

3JIEKTPOMAarHUTHOM COBMECTHMOCTH.
@DyHKIUH, KOTOpbIe AOMKHBI ObITh peanuzoBanbl B C3IIJIH ans penieHus
BEILIETIEPEYUCIIEHHBIX 3a/1a4, OIPEAEIIAIOTCS CIEAYIOIIUM IIepPEYHEM:
— OpeayIpeXaeHHe O IIPOSIBIIEHHH YIpo3 6e30nacHOCTH UH(pOpMaLvH;

— oOHapyxeHHe, HEHTpaIM3alMi0 M JIOKAIHW3alHI0O BO3IEHCTBUA Yrpo3

6e3onacHoOCTH HH(pOpMaLY; )

— yIpaBJIeHHEe JOCTYIIOM K 3allliiiaeMoi HHopMaIuH;

— BOCCTaHOBJICHHE€ CHCTEMBl 3allUTBl HHQOpPMAaLMH M  3alHINAeMOH
uHGOpMaIIH I10ciie BO3AEHCTBYS yIpos3;

— PErUCTpanuro COOBITHIi H TIOMIBITOK HECaHKITHOHHUPOBAHHOI'0 JOCTyIla K

3anriaeMoi MHGOpMaly U HeCaHKIIMOHHPOBaHHOIO BO3ICHCTBHS Ha HEE;
— obecrieyeHre KOHTPOJS (DYHKIMOHHPOBAHUSA CPEACTB H CHCTEMEI 3alUThI

I/IH(bOpMaI_II/II/I H HEMEUJICHHOE pearupoOBaHUC Ha UX BbIXOA U3 CTPO.

Heo6xomuMelit coctaB (yHKIUi, KOTOpblE MOJDKHBI OBITh pEad30BaHbI B
C3I1[Jn mna peHieHHs BBIIIEYKa3aHHBIX 3afad IO KaXIOH IOACHCTEME 3allIMTHI,
ONpPEENAIOTCS XapaKTePUCTHKAaMH, yKa3aHHbIMH B 1. 2.1.1.1.1 HacToamero Oryera 1

YCTAaHABJIMBAIOTCA Ha CTAIUU TEXHUYCCKOI'O IIPOCKTUPOBAHMA.

1.3 Tpeboeanus k euoam obecneuenusn
1.3.1 Tpebosanus x mamemamuyeckomy obecneueruro

He NpeaAbABIBIIOTCA. Pa3pa60TKa MaTEMaTH4YCCKHX MCTOOOB, MoOJelIer u

AITOPUTMOB B COOTBECTCTBHHU C HACTOAIINM Ortuete He npeayCcMoTpEeHa.

1.3.2 Tpebosanus k ungopmayuornnomy obecneyenuio

C3I10x He nomkHa Hapymiats neiictByromue B ICIT/IH TpeOoBaHus K:
— COCTaBy, CTPYKTYpe H criocobam opraHu3aluy JaHHEIX;
— HHPOPMALMOHHOMY 0OMEHY MeX /1y KOMIIOHEHTaMH CHCTEMBI;

- HH(i)OpMaHHOHHOﬁ COBMECTHUMOCTH CO CMECKHBIMH CHCTCMAaMH;
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— npumeHenuto CYB]];

— K 3alliUTe JaHHBIX OT Pa3pyIUEHUH IpH aBapusix U cOOSX B AJIEKTPOITHTAHUU
CHCTEMEL,

— KOHTPOJIIO, XpaHEHUIO, OOHOBJIEHHIO H BOCCTAHOBJICHHUIO JAHHBIX;

— mpouenype NpHUAaHUs IOPUAWYECKOH CHIIBI JOKYMEHTaM, IPOLYIHPYEMBIM
TexHuyeckumu cpeacreamu MCITH.

Ob6ecneyenue TpeboBaHUi K CTPYKType mpotiecca cbopa, 06paboTkH, nepenadn
JAHHEIX B CHCTEME U IIPEICTaBICHHS JaHHBIX OIpEJeNseTcs B COOTBETCTBUHU

xapakrepuctukamu nogcucreM C3IIJIH, 3amanueiMu B n.  1.1.1.1 Hacrosiero

Ortuera.

1.3.3 Tpebosanus k nunzeucmuueckomy obecneyeHuro

Huanoroeeiii  pexum uHTepdeticoe C3M mnpu  B3auMogmeilcTBUM C

IMOJIB30BaTCIIEM JOJDKCH obecneynBaTh NMOLACPIKKY PYCCKOro sA3bIKa.

1.3.4 Tpebosanus k npospammHo-annapamHomy obecneyeHuro

Bce nporpammubie u nporpaMmHo-anmapariele C3M  noikHBI  OBITH
nokynHeIMu. Paspaborka C3M B pamkxax pabor mno Hacrosmemy Otdery He

IIpeyCMaTPUBACTCS.

IIporpammHEIe cpeAcTBa 3alUTHI HHGOpMaLHK JOJIKHBI (yHKIIMOHUPOBATh B
CyILECTBYIOIIEH ceTeBOil MH(ppacTpykType MyHHUunaisHoro cermenra PUC EI'D
COBMECTHO C OOIIMM, CHEIUAIBHBIM M CETEBBIM NPOrpaMMHBIM oOecliedeHHeM M He

HapyuaTh QyHKIIMOHAIBHbIE XapaKTEPUCTUKU 00BbEKTOB 3aIUTEI.

1.3.5 Tpebosanus k mexnuueckomy obecneyeruio

He NpeabABIIOTCA.

1.3.6 Tpebosanus k memponozuueckomy obecneueHuio

He MNpEaBABIAOTCA.
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1.3.7 Tpebosanusa k opzanuzayuonnomy obecneyenuio

C3II[J1 He DODKHA M3MEHSATHh AEHCTBYIOL(YI0 B MYHHIMIATLHOM CETMEHTE
PHUC EI'D: -
— CTPYKTYpY U byHKIMH nojipas/ieNieHul, Y4acCTBYIOIIHX B
(yHKIIMOHUPOBAaHUH CHCTEMBI U 00€CIIEYHBAIONINX €€ IKCILTYaTallHIo;
— OpraHu3auyio (QyHKIMOHHPOBAHHSI CHCTEMBl M MOPSANOK B3aUMOJEHCTBHS
nepconania C3U u nepconana Mynuuunanssoro cermenta PUC ETD.
3ammra oT ommbouHBIX AelicTBuii nepcoHana C3II[ln onpenensiercs B
COOTBETCTBUH C Xapakrepuctukamu noacucrem C3I1/1H, 3amanHeiMu B . 1.1.1.1

Hacrosmero Oryera.

OpraHu3anuOHHBIE MEPONpPHUATUS  JODKHBI  O00ECHedYuBaTh 3allUTy OT
IIPEIHAMEPEHHBIX ACHCTBHM IOJIB30BATENEH, COAEPKaTh MEpHl II0 Pa3srpPaHUYEHHIO
JOCTylla B KOHTPOJIMPYEMYIO 30HYy M IIOMEIIEHHs, TJ€ PacIOJIOKEHBl alllapaTHo-
HporpaMMHBIe cpeAcTBa MyHununansHoro cermenra PYC EI'O.

KBanuduxamus  mepcoHaina, o6 cITyKHUBaIOWETo C3I1J1,  noixHa
COOTBETCTBOBATh TEKYIIMM TpeGOBaHMAM K YPOBHIO 3HaHHI mpeIMeTHOH obnactu.
Ilepconan momKeH UMETh COOTBETCTBYIOLIHe 3HaHMA npobnemHoi yact MCIIIH,
peanu3anuy Kaxxaoro mnpoiecca, Bommonsstouterocst B ICIT/IH, a Takke N0CTaTOYHBIN

YpOBEHb 3HAHUI PYKOBOJSIIHNX JOKYMEHTOB d)CB Poccuu u ®CTOK Poccuwn.

1.4 Onucanue pewenusn

Pemenne oOecrieynBaeTCAd NPUMEHEHHEM CIEAYIOIMX CPEACTB 3allUThI
HHpopMaLNu:

- cpencTBa 3amuThl HHbopManuu «Secret Net 6» (BapuanTt K);

- nporpammuoro uszenus «Kaspersky Endpoint Security 10 ams Windowsy;
- ceTeBOro ckanepa 6ezonacHoctr XSpider 7.8;

- nporpaMmHoro komiuiekca « ViPNet Kinenr, Bepcus 3.2»;
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- MPOrpaMMOii IOMCKa M IrapaHTHPOBAaHHOTO YHHUTOXXEHHS MH(OpMAlHM Ha

auckax Terrier (Bepcus 3.0).

CeprrdHKaTH CPECTB 3aLIUTEI HH(QOPMALHH:

e Ceprudukat coorBercTBuss ®CTIK Poccuu Ne1549/1 ot 26 mas 2010r.,
npoanieH no 26 Maa 2016r., ynocToBepsOIUii, YTO NPOrpPaMMHEIH
xomiuieke "ViPNet CUSTOM 3.2" sBisieTcst IporpaMMHEIM CpPeICTBOM
3alllUTH OT HECAaHKIIMOHMPOBAHHOIO JOCTyNa K HHQOPMAalMH B CETAX C
IP-nipoTokomnoM, COOTBETCTBYET TpeOOBaHUAM pyKOBo,umﬁHx
JOKYMEHTOB  "3almuTa OT HECAHKIHOHMPOBAaHHOTO JOCTyHa K
undopmanuu. Yacrs 1. IIporpamMHoe oGecriedyeHre CPeACTB 3allUTEI
nHpopmanuy. Krnaccudukauuss mo YpoOBHIO KOHTPOJS OTCYTCTBHUS
HeJIeKJIapupOBaHHEBIX Bo3MoxkHocTel" (I"octexxomuccust Poccun, 1999)
- 1m0 3 YpOBHIO KOHTpois, "CpencTBa BBIYHUCIHTEIBHON TEXHHKH.
MexceTeBble 3KpaHBl. 3aliuTa OT HECAaHKIMOHHPOBAHHOTO IOCTYIa K
uHopManuy. ITokazaTenu 3aIHINEHHOCTH OT HECAHKIIMOHHPOBAHHOIO
noctyna k uHpopmauuu" (Foctrexkomuccuss Poccun, 1997) - mo 3
KJIacCy 3allUINEHHOCTH M 3afjaHuio mo 6e3omacHocTd "IIporpaMMHBIi
kommiaekc "ViPNet CUSTOM 3.2", uMeeT OLIEHOYHBIH YpOBEHB
nosepuss OY]l 4+ B cOOTBETCTBUM C TpPeOOBaHHAIMH PYKOBOJISIIETO
JOKyMEHTa "Be3zonacHOCTb HH(pOPMaLIMOHHBIX TEXHOJIOTHIT"
(Tocrexxomucust Pocccu, 2002), a Takke MOXeET HCITOJIB30BATHCS MPH
CO3/IJaHHHM aBTOMAaTH3UpPOBAHHBIX CHCTEM IO Kjlacca 3allulleHHocTH 1B
BKIIOUHTENIBHO M JUIsl 3amuThl HHQOpManuu B HWHGOPMaIMOHHBIX
CHCTeMax NepCOHaNbHBIX JAaHHEIX J10 1 Kiacca.

o Ceptupuxar coorBerctBUI DPCBE Poccunm NeC®d/525-2224 or 25
ceHTs10pss  2013r.,  peiictButrenen nmo 25 cenTsabps  2016r.,
ynocroBepsitominii, uro wusuenue «lIporpammuriii komrmuiexc ViPNet
Client 3.2 KC3» cootBerctByer TpeboBanusm DCE Poccunm k

YCTpOMCTBaM THUIIa MEKCETEBBIC 3KpaHBbI 1O 4 Ki1accy 3allUIIEHHOCTH;

23




Ceptudukar cootBerctBusi ®CE Poccun NeC®/124-2178 ot 17 wurons
2013r., peiictButenen no 17 mons 2016r., YAOCTOBEPAIOLINM, YTO
uzgenve "Ilporpammusiii  kommekc ViPNet Client 3.2 KC3"
coorBeTcTByeT  TpeGoBaHusmM ®@®CB  Poccum k  cpexncream
KpunTorpadguyeckoil 3amuts! uudopmaipu kiacca KC3 1 Bo3MOXHOCTE
NpUMEHEHUS JUIs KpUOTorpauyeckod 3amuTel HHQOpMalMHd He
cozieprkallleil CBelleHnH, COCTaBISIONINX IOCYAapCTBEHHYIO TAlHY;
Ceptudukar coorBercTBu PCTIK Poccum Ne2227 ot 03 mexabps
2010r., mpomneH po 03 pgexabps 2016r., yAOCTOBEpSIOIIHi, YTO
cpeacTBo 3amuTel MHGopManuu Secret Net 6 (Bapuant K) sBisercs
IIPOrPaMMHBIM CPEACTBOM 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
K wuHbOpMamMu, He cojepxallell roCyJapCTBEHHYIO  TaiiHy,
COOTBETCTBYeT TpPeOOBaHUSAM pPYKOBOIAIINX HOKyMeHTOB "Cpenctsa
BBIYMCIIUTENIbHON TEXHUKHU. 3amiuTa OT HECAHKIHOHHPOBAHHOTO
Joctyna K  uH(popmamuu. IlokazaTenu — 3aIqUINEHHOCTH  OT
HECAaHKIMOHUpOBaHHOro JAoctyna k uHpopManuu" (I"ocTexxomuccus
Poccun, 1992) - mo S5 kmaccy 3amMiIieHHOCTH , "3amura ~ oOT
HECaHKLIMOHHPOBAaHHOro  Joctyna kK HHpopmanuu. Yacte 1.
IlporpaMmHOe  ofecmedeHne  CpeACTB  3aliUThl  HWHGOpPMALUH.
Knaccudukanms o YPOBHIO KOHTpOJISI OTCYTCTBHUSI
HeJleKJIapupoBaHHEIX Bo3MmoxHocTel" (I"octexkomuccus Poccun, 1999)
- 10 4 ypOBHIO KOHTpOJIA.

Ceprtudukar coorBerctBUI DPCTIK Poccum Ne3247 ot 24 oxrts6ps
2014r., peiictButeneH no0 24 oxktabps 2017r., yaocTtoBepsromui, 410
cereBoil ckaHep Oe3omacHocTd XSpider 7.8.24 sBisercs CpeincTBOM
ABTOMATH3WPOBAHHOIO aHalM3a 3alllMIIEeHHOCTH U OOHapy>KeHHA
yS3BUMOCTEH  aBTOMATH3UPOBaHHBIX  CHCTeM, 0OpabaThIBaroOIIMX
HHpOpMAIMIO, HE  COJIepXalMX  CBEACHHUH,  COCTaBJSIOLIMX
rOCyIapCTBEHHYIO TaifHy, COOTBETCTBYET TpPeOOBaHUSAM PYKOBOISLIETO

JOKyYMCHTAa «3ammura oT HCCAHKIITHOHHUPOBAHHOT'O aocryna = K
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uH@opMmanuu. Yacts 1. IMporpamMmHoe ofecredyeHne CpeiCTB 3alUTEHI
uHpopManmn. Krnaccupuxanus 0o YpOBHIO KOHTPOIS OTCYTCTBHS
HEACKIapUpOBaHHBIX  BO3MOXHOCTel» (I"octexxkomuccus Poccun,
1999r.) - no 4 ypoBHIO KOHTpOJs, TEXHHYECKHX YCIOBHH H MOXKET
IIPUMEHSITECSA [JI aHa/yM3a 3alMILIEeHHOCTH HH(GOPMAalMOHHBIX CHCTEM
[IEPCOHANIBHBIX JJAHHBIX 10 1 Kjlacca BKIIFOYHTENLHO.

o Ceprudukar coorserctBuss ®CTIK Poccuum Ne3025 or 25 Hos6ps
2013r., peiictBurenen mo 25 Hos6Gps 2016r., YHAOCTOBEPSIOUINH, YTO
nporpammHoe usznenne «Kaspersky Endpoint Security 10 gy Windows»
SIBIAICTCSI  CPEACTBOM AaHTHBHPYCHOH 3allUTBI M  COOTBETCTBYET
TpeOoBaHusAM JOKyMeHTOB «TpeOoBaHMs K CpeicTBaM aHTHBHPYCHOIL
sauutey (PCTOK Poccmm, 2012), «Ilpoduns 3aiuTel CpeacTB
AaHTHBHPYCHOH  3aliuThl THONa b  BTroporo Kiacca  3aIquTL
HUT.CAB3.B2.II3» (®CTIK Poccun, 2012), «IIpoduns 3alIuTel
CPEICTB aHTUBHDYCHOM 3amIMTHl THNAa B BTOpOro kiacca 3alHTEL
HUT.CAB3.B2.II3» (®CTIK Poccun, 2012), «IIpoduns 3ammTEI
CPEeIICTB aHTHBHPYCHOH 3aluThl TUna I BTOpOro Kiacca 3alluTHL.

HUT.CAB3.I"2.I13» (®CTIK Poccun, 2012).

st obecrnievenus 3amyTel HHPOPMAIHMH, coaepalieiics B HHGOPMAHOHHOH

CHCTEMe, IIPOBECTH CIIEAYIOINE MEPOIIPHATHS:
- pa3paboTKa OpraHu3aIlMOHHO-PACTIOPSIAUTENBHON JOKYMEHTAIHH;
- BHEJPEHHUE CUCTEMEI 3alUTEI HHpopMaruu HC;

- arrecranya MC no TtpeGoBaHusM 3amuTel HHGOPMAMM M BBOJ €€ B

JICHCTBHE;

- ofecreyeHne 3aUUTEl MHOGOPMALMKH B XOJ€ SKCIUIYaTalMd aTTeCTOBAaHHOMH

HH(GOPMaIHOHHOH CHCTEMBL.
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2 Tpe6oBanus K HOpPMaTHBHO-METOAUYECKON H OPraHU3alHOHHO-

pacnopsAUTENbHON JOKYMEHTALUK

OpFaHHSaHI/IOHHO-paCl'Iopﬂ,HI/ITeJ'IBHBIe JAOKYMCHTEI JAOJI2KHBI YECTKO

0003HaYaTh OTBETCTBEHHBLIX 34 (bYHKI.II’IOHI/IpOBaHI/Ie MYHHIUIIAJIBHOTO CETrMEHTA

PHUC EI'D coTpyHHKOB U perjiaMeHTHpPOBATh UX JAEHCTBUS B 0ONaCTH:

— nxocryna K 6a3am I[1/]H;

— aHTUBHUPYCHOM 3allIUTHI;

— TIapOJILHOM 3alUTEL; -
— JOCTyIla K TEXHHYECKUM CpEACTBaM;

~ BOCCTaHOBJIEHUS pabOTOCIIOCOOHOCTH TEXHHYECKHX CPECTB;

— IIPOBEACHUS pErylaMeHTHBIX paborT.

Mt MyHununansHoro cermenra PCHU EI'D  HeoGxomumo paspaGoratsb

CJIICAYIOINYIO OpraHH3allHOHHO-PACHOPAXUTCIBHYI0 JOKYMEHTAllUIO B obnacTu

obGecrieyenust 6€3011aCHOCTH NNEPCOHAJIBHBIX JaHHBIX!

® N LA LN =

10.
11.
12.
13.
14.

AKT KnaccupuKaluy HHQOPMAMOHHOH CHCTEMBI,

IIpuka3 o koHTpONMHpyemoii 30He B VIC;

ITpuka3 06 yTBepxKIeHUH NepedHs UL uMeronux Joctyn k UC;
WHceTpykuus agMUHUCTpaTopa HH(OpMaloHHO 6e30macHOCTY;
WHcerpykius noiip3oBarenieil 1 TeXHOJNOTH 00paboTku HHGOpManuy;
HHCcTpyK1¥sa N0 NpOBeACHUIO aHTUBHPYCHOTI'O KOHTPOJIS;
HHCTpyKIHS 110 OpraHUu3aliy NapoiIbHOMN 3alIUThI; ]
HNHcTpyKuusa no pe3epBHOMY KOIHMPOBaHHIO M BOCCTAaHOBIICHHIO TEXHUYECKHUX
CpeAcTB U nporpaMMHoro obecneuenust YC;

PaspemmrensHas cucrema nocryna B IC;

Onucanue TexHonormyeckoro npouecca B MIC;

XKypHan no y4eTy MeponpHUsATHil 10 KOHTPOIJIIO oOecredeHus 3alHUTh;

XKypnan yuera Hocuteneii uapopmanuu B UC;

XKypnan ydera cpeCTB 3alIUTH HHPOPMaIIUH HHHOPMAIIMOHHOH CHCTEMBI;

Kypnan peructpanun cMmeHs! napoineit B YIC;
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15. Mogens yrpos qyis UC;

16. Texumdeckwuii nacnopt Ha UC;

17. Ilepedens 6a3 naHHBIX, 06pabaTsiBaeMbIx B VIC;

18. Ilnan BHYTpeHHMX IIPOBEPOK PEXUMA 3aIMUTHl HHPOPMaLHK;

19. Ilnan meponpusTHii Mo oGecHeveH IO 3aMUThH HH(GOpPMAaIHH;

20. IlonoxeHue o MOpsAAKE OPraHU3ALMH U POBEAECHHS MEPOIIPHATHIA IO

obecnieueHHIO 6€30NaCHOCTH NEPCOHATBHBIX JaHHBIX.

3 TpeboBaHus K OpraHU3alMOHHBIM MEPaM 3allUThl HH(POPMALUH

3.1 Mepot ob6ecneuenun naoérxcnocmu pabomoer HC
Heo6xonumo:

- NOpPeayCMOTPETh  BO3MOXXHOCTb 3aMEHBI  YCTPOMCTB  KOMMYTALHH
(KOMMYTaToOpOB, CETEBBIX KapT, MEXCETeBHIX OJKPAaHOB M T.J.) — IOATOTOBUTH
komiuekt 3UIT;

- IPeAyCMOTPETH NIEPUOAUYECKOE PEe3EPBHOE KONMPOBaHHUE HH(DOPMAIIHH;

- obecieunts APM ncrounukom GecniepeGoiHOro MuTaHus.

3.2 Tpebosanusa no 3xchayamayuu
IIpu sxcrumyarauuu C HeoO6xomumo:

- obecnedyuth ympaBieHHEe CpeACTBaMH  ayTeHTH(QUKAlHH, B TOM
qucne XpaHEeHHUe, BbIJ1a4a, HHULANN3a1us, OJOKHMpOBaHHE CPE/ICTB
ayTeHTUGUKAIMM W TNpUHATHE Mep B cliydae yTparbl U (Wim) KOanomeTaium
CPEICTB ayTeHTU(UKAIUH;

- ofecneuuTh YCTaHOBKY (MHCTUISLHMIO) TOJBKO  pa3pelieHHOro K
HCIIOJIE30BAaHHIO IIPOrpaMMHOr0 obecrieyeHuss u (MJIM) ero KOMIOHEHTOB;

- obecrieunTh y4eT MallliHHBIX HOCHUTENIeH HH(bOpMAaIliH;

- obecneyuTs ymnpaBieHWe  AOCTYIIOM K  MAIIMHHBIM  HOCHTENISM
nHpopManuy;

- ofecreyuTh yHHYTOXEHHe (cTHpaHue) wHH(OpMalMU Ha MAaIIUHHEIX

HOCHTCIIAX NIPH UX II€peaadyc MEXXOy IIOJB30BATCIIMH, B CTOPOHHHE OpraHHM3alluH
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AN peMOHTa  WIM YTWIM3alMH, a TaKkkKe  KOHTPOJIb  YHHYTOXKEHHS
(cTupanus) ;

- ompenenuTbh  coOBITHA 6e3omacHoOCTH, 13(0318) (& 0111704
PEerucTpaliy, U CPOKH UX XPAHEHHS;

- OIpEeNeNIuTh COCTaB M COAepXXaHHe  HMHPOPMAUHMH O COOBITHAX
0€30MacHOCTH, ITOJUIEIKAIHX PETHCTPALIUH;

- obecrneduts cOOp, 3amuch W xpaHeHHe HHGOpPMAIMHM O  COOBITHIX
6e3omacHOCTH B TeYeHHe YCTaHOBJIEHHOTO BpeMEHHU
XpaHeHHs,;

- obecrnieyuTh pearupoBaHHe Ha COOH IIPM  pErHCTpalldd  COOBITHH
Oe30macHOCTH, B TOM UYHCINle alllapaTHEE U IpOrpaMMHEIE OMIMOKH, cOOM B
MexaHu3Max cbopa mHGoOpMamMK MW JOCTHXKEHHE TMpefelia WK MepernoTHeHHs
o6beMa (EMKOCTH) MaMsITH; ’

- obecneyuTh MOHHTOPHHT (npocmoTp, aHaJM3) pEe3yNbTaTOB
perucrpanun coOBITHI 6e30nacHOCTH u pearupoBaHue
Ha HUX;

- obecrieunTh 3aIUTy UHGOPMAIUH O COOBITHSIX Oe30MacHOCTH;

- obecnieuuth OoOHOBICHHE Oa3pl JAaHHBEIX IIPH3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX IIpOrpamMm (BUPYCOB);

- obecneuyuTs BBISIBJIEHHE, aHAIN3 YS3BHMOCTEH nHbOpMaIHOHHON
CUCTEMBI U OIIEpaTUBHOE YCTPaHEHHE BHOBB BHISBJIICHHBIX YSI3BUMOCTEI;

- obecrnieyuTs KOHTPOJB YCTaHOBKH 00HOBIIEHMI MIPOrpPaMMHOI0
obecrneyeHns;

- obecreyuTh KOHTPOIL  paboTOCIOCOOHOCTH, 1apaMeTpoOB HACTPOHKU
U TpPaBUIBHOCTH  (YHKIIMOHUPOBAHMS MIPOrpaMMHOIo obOecrnedueHuss W CpeAcTB
3aIUTH HH(OpMaIH;

- o0ecrneunTh KOHTPOJIb COCTaBa TEXHUYECKHMX  CPEeJICTB, IPOrPaMMHOI0
ofecriedeHrss U CpEICTB 3aIUTHI HHQOPMaLHH;

- ofecrne4yuTp KOHTPOJb  IpaBWJI  TIE€Hepallud U CMEHBl Iapoiei

[IONb30BaTeNe, 3aBelleHUs U YHOaJeHUs  YUYeTHBIX 3alucell  mojb3oBaTeliei,
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peayM3alMyl  IPaBHII PasrpaHHYEHUsT JOCTYNIOM, IOJHOMOYHIA MOJIB30BaTeNei B
HH()OPMAIIHOHHOMH CHCTEME;

- 00ecneynTh BOCCTAHOBJIEHHE NPOTPAMMHOrO  OOECHedYeHHs, BKIIOYAs
IpOrpaMMHOE o6eClieueHHe CPeACTB 3allUThl HH(OpPMAanuy, NIpH BO3HHKHOBEHHH
HEIUTAaTHBIX CUTYyalluii; |

- o0ecneYuTh KOHTPOJb M  yIpaBieHHe (U3HYECKMM JOCTYIIOM K
TEXHUYECKHM  CPEICTBaM, CpEICTBAaM  3alllUThl HH(pOpPMaLHKH, cpencTBaM
obecrieyeHus QyHKIMOHUPOBAHASA, @ TaKKe B TIIOMELIEHHS W COOPYXEHMS, B
KOTOPBIX OHH YCTaHOBIIEHBI, UCKJIIOYAIOILIHE HECaHKIIMOHHUPOBAHHBIM
dusnueckuit JocTymn K cpeactBaM  o0paloTKH  MH(OpPMAIMM, CpeicTBam
3alUTEl uMHQOpMalMK | cperncrtBaM obecriedeHUss  (QYHKIIMOHUPOBAHUSA

HHPOPMALMIOHHOW CHCTEMBI M IIOMEIIEHHS U COOpPY)XeHHs, B KOTOPBIX  OHH

YCTaHOBJICHBEI,

- obecreunuTs pasMenieHue YCTpOMNCTB BBIBOJA (oTobOpaxxeHust)
uHbOpMannH, HCKJII0Yarollee ee HECAHKI[MOHUPOBAaHHBIN
IIPOCMOTD;

- ofecneynTh 3anpeT HECAaHKUHMOHHPOBAaHHOH  yNaJleHHOW  aKTUBAIHH
BUJieOKaMep, MHKpPOGOHOB M HHBIX Hepu(epUuitHbIX YCTpOMHCTB, KOTOpEIE
MOTYT aKTHBHUPOBATHCS yAAJICHHO.

J1s yMeHbIIeHUS yrpo35l BHEIPEHHS BPEIOHOCHBIX IIpOrpaMM HeoOX0auMo:

- obecne4uTh OpPraHU3alliOHHBIMU MepaMH{ HCIIOJIE30BaHHE TONBKO YYTCHHBIX
CTOPOHHHX HOCHTEJIei JaHHFIX; .

- o0ecreynuTh OpPraHU3alMOHHBIMH MepaMH W CpeICTBaMH aHTHUBHPYCHOH

3alIUTH IPOBEPKY CTOPOHHUX HOCHTENeH aHHBIX Ha Haynyuue BIL

4 Tp660BaHI/L$I K TEXHHICCKHUM MEpaM 3alllUThI

4.1 PasmeuyeHue 0CHOBHbBIX MEXHUYUECKUX CPEOCME U CUCHIEM
PasmelieHHe TeXHHYECKHX CpPENCTB, IpeJHa3Ha4YeHHBIX i1 00paboTKH

uHGOpMAaIMK OTPaHUYEHHOIO JOCTYNA M BHIBOJIa Ha NevaTh (IPUHTEP) BHIIOIHHUTD C
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Y4eTOM MAaKCHMAaJbHOTO 3aTpy[JHEHHs BHU3yaJbHOI'O IIPOCMOTPa HH(OpPMAIHU
IIOCTOPOHHUMH Jiuuamu. OKHa MOMeINeHHsT JOJDKHBI OBITh 0060pYyIOBaHEl IITOPaMHU
(*xkamo3u), Bo BpeMs 06paboTky HHGOpMAIMK IITOPHI (KATI03H) Ha OKHAX IOJIKHBI

OBITH 3aKPHITHL

4.2 Texnuueckue cpedcmea oxpanol
Heobxomumo noMelneHHe, B KOTOPOM pacriojiaraercss MyHHIHMOATbHbINA

cermeHT PHC EI'D, ocHacCTHTh TEXHHYECKUMH CPEACTBAMH OXPaHbl, BKIIOYAIONIHE B
cebst:

1. Ilpubop npreMHO-KOHTPOJIBLHEL;

2. H3Bemiatens OXpaHHEIH Ha ABHKEHHUE;

3. H3Bematens oxpaHHBINM Ha pa3buTie cTekia (pu HAUTUYHUH OKOH);

4. HM3Belnartenb OXpaHHBIH MarHUTOKOHTaKTHBIN (Ha BXOIHYIO JBEPD);

5. CBeTO-3BYKOBOI OIOBEIIATENE.

4.3 Tpebosanun no eckpvimuio TC _
Jns obecriedeHust OTCYTCTBUSI IPEANIOCHUIOK K BHEAPEHHUIO «3aKJIaJoK» B

TEXHHYECKHE CPEACTBa, OCYHIECTBIAIOMMX 00paboTKy nH(popManuy, OrpaHM4YEHHOTO
JIOCTyTIa, HEOOXOAMMO OIleyaTaTh BCe TEXHUYECKUE CPEeACTBa HJII HCKIIOYEHHUS HX

BCKPBITHSL.

5 O6mue TpeboBaHus

Anmmvunuctparopy Oe3zonacHoctu HMCIIJIH HeoOxoaMMO NpPOHTH KypcChl IO
HOBBIIIEHUIO KBATHU(HUKAWKA CHELHAIHCTOB B OOJIACTH 3allUTHl MHGOpPMAaLUU 110
nporpamme, cornacoBanHoi ¢ @CTIK Poccun. -

CremyeT JOBECTH JI0 MOJb30BaTeleld MyHHUunaisHoro cermenra PUIC EIMD
collep)XaHHe BceX TMpPHKa30B, IIOJIOXKEHUN, PpEraMeHTOB M  HHCTPYKIUH,
HeoOXxoAUMBIX Uil paboTsl B MyHuiunaisHoMm cermenre PUC EI'D.

Orpa"Hu4uTh AOCTYIl B TEXHUYECKUE NTOMENICHUS, B KOTOPBIX Pacoiaraercs

cepBepHOe U KOMMYTAaIllHOHHEIM 000py1I0BaHHE.
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TpeboBauusg K THIIOBOMY aBTOMATHU3UPOBAHHOMY pa6oquy MECTY

O6HI€06DaBOBaTeJIBHBIX YUPEXNEHUH _TTOJIHOCTEIO UIEHTUYHBl _TpeOOBaHUIM K

THUIIOBOMY aBTOMATU3HUPOBaHHOMY pa60quy MECTY MYHHIIMNAJIBHOI'O CErMEHTa

PETHOHAJIILHOH HHMOPMAIIMOHHOMN CHCTEMEL
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3. CMmeTHasi CTOMMOCTH BBINOJHEHHS TpeGoOBaHMii K THIIOBOMY

ABTOMaTH3HPOBAHHOMY | paGoyeMy MecTy MYHHUHOAJIbLHOrO  CerMeHTa

|

perHoHaJIbHOii nml)opMa‘unonﬂoii CHCTEMBL.

|

‘-i Iena Cymma
Ne i Kon-| py®é. (c pyo. (¢ Bun
B . .
n/n na yc'"y\r BO y4yeToM | yderom OTYETHOCTH
| HIO) HJICO)
1. Co3ganue aBTOMaTH3HPOBAHHOrO paboyero Mecra
1.1 ITocTaBKa TEXHHYECKHX CPEACTB, MIPOrPAMMHOr0 0GecreyeHus
Komnstorep HP 280 G1 MT + monurop
VV2072a (kommnexr), Intel Celeron
1 | G1840, DDR3 4I6, 500F6 Intel HD 1 32650 32650 Haknannas
Graphics, DVD-RW, Wmdows 7
Professional, uepHbii |
Hcrounuk 6ecriepeGoiiHoro muTanus
2 | IPPON Back Power Pro 400 New, 1 3000 3000 Haxnagnas
400BA ‘
‘i Hroro (mynkrel 1-2) 35650  py6aeii ¢ HIIC
1.2 YcTraHoBKa IporpaMMHOro obecrnedeHns
VYcraHOBKa OneparuoHHON CHCTEMEBI .

3 Microsoft Windows 7 | 1 3500 3500 AKT ycTaHOBKH
| Hroro (myukr 3) 3500 py6Jeii ¢ HAC
| Hmozo (nynxkmer 1-3) 39150 pybneii c HIC

2. Co3naHHe CHCTeMbI 3aLIHTHI EPCOHAIbHBIX JAHHBIX
2.1 ITocTaBKa cpeacTB 3amHThI HHpOPMAIIHH
CpenctBo 3amuTe! HHGOPMALHH
4 «Secret Net 6» (Bapunant K) I 10000 10000 Haxnammas
ITporpammuoe usnenne «Kaspersky -
> Endpoint Security 10 nns Windows» ! 8250 8250 Haxnammas
6 Ceresoii ckaxep 6esonacsocts XSpider 1 10800 10800 Harorammas
7.8 (1a 4 xocta) |
IIporpaMmHBIii KOMILIIEKC |
7 «ViPNet Knuent, Bepcus 3.2» ! 8100 8100 Hanazuas
IIporpamma noucka u ‘
g | MapaHTHPOBAHHOIO YHHUTOKCHHS 1 400 0 4000 Haxnamsas
nHopMaru Ha quckax Terrier (Bepcus
3.0) |
i Hroro (mynkre1 4-8) 41150 pyo6Jeii ¢c HAC
2.2 YcTaHOBKA CPEACTB 3aMHTHI HHbOopManHH
VYcTraHOBKA CpEJICTBA 3AIIUTEI
9 | undopmanuu «Secret Net 6» (Bapnant 1 3500 3500 AKT yCTaHOBKH
K)
YcTaHOBKa POTPaMMHOTO M3/IENIHS )

10 | «Kaspersky Endpoint Secunty 10 mns 1 3000 3000 AKT yCTaHOBKH

Windows» i

YcTaHOBKa CETEBOrO CKaHepa
1 OezomacHoctd XSpider 7.8 | ! 3000 3000 AKT yCTaHOBKIL
12 | YcraHoBka NporpaMMHOr0O KOMILIEKCa 1 3500 3500 AKT yCTaHOBKH
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i

«ViPNet Knuenr, Bepcus 3.2»

YcTaHOBKa ITPOrpaMMbI IHOKCKA H
rapaHTHPOBaHHOTO YHHUYTOXKEHHS

13 uHpopMalu Ha auckax Terrier (Bepcus ! 3000 3000 AKT YCTAHOBKH
3.0) x
‘ Hroro (myHkTsni 9-13) 16000 pyb6aeii c HIC
2.3 Pazpa6oTka opraHmu3aliOHHO-PACNOPSIANTEILHOH JOKYMEHTAIHH
14 | Paspa6oTka npoextoB OPJ] | 1 | 15000 | 15000 | ITpoextsr OPJ]
! Hroro (mynkr 14) 15000 pyoueii c HAC
2.4 ATTecTanus aBTOMATH3HPOBAHHOIO pado4ero Mecra
O6cnenoBanie aBTOMaTH3HPOBAHHOI'O
pabouero Mecta (APM) u npoBepka
BBINOJIHEHHUS opranmaupfonnmx H
TEXHHYECKUX MEPOIIPHATHH IO 3aIIUTE
HHpopmMany: ‘ .
15 | - O3HAKOMIEHHE C PasMCIICHHEM APM, i 3600 3600 Paznen B
yrounenue coctaBa APM, «3aKJII0OYEHUH. . »
KOHTPOJIUPYEMO# 30HBI, [IPOBEPKa
000CHOBaHHOCTH KJ1acCH(pHKaIH
APM; o6ocHOBaHHE COCTaBa U
XapaKTEPHCTHK CHCTEMBI 3aIUTHL
nabopMaruu Ha APM;
PazpaboTka nporpaMMBbl H METOUKH -
16 | BTTECTALHOHHBIX ncrmnagm“a o0BeKTa 1 2500 2500 ITporpamma -
HH(OPMATH3AIHK U COTTIACOBAHHE €€ C METOMKa
3axazuynKoM :
ITpoBenenue aTTECTAlMOHHBIX
HCIIBITAHUI CHCTEMBI 3aanLI
17 | uadopMmaruy oT : 1 6500 6500 IIpotokon
HECAHKIIHOHMPOBAHHOTO JIOCTYNIA
aBTOMAaTH3UPOBAHHOTO paboyero Mecra
18 Pa3paboTka JOKyMEHTOB 110 aTTECTALNH 1 9200 9200 3axmoueHHe
aBTOMATH3HPOBAHHOTO paboyero MecTa ATttecrar
Hroro (mynkrsl 15-18) 21800 py6aeii c HAC
Hmozo (nynkmot 4-18) 93950 pybneit c HJIC
3. Co3nanne cHCTEMbI OXPaHHOH CHIHAJH3ALHH
3.1 IlocTaBKa TEXHHYECKHX CPEACTB OXPAHbI
19 ITpu6op mpreMHO-KOHTpOJIBHEIH KBapi 1 4000 4000 Haxtannas
(Bepcus 1), cuuTHIBaTENb, 2 KIIOYa
20 | Jatunk apuwxeHus Actpa-5A 1 1200 1200 Haxagnas
21 JlaTuuk aKyCTHYECKHH CTemo -3 1 1400 1400 Haxramsas
(pa3buTHsi cTEKIIa)
HW3Beinarens OXpaHHBIH
22 MArHHTOKOHTAKTHBIH M0102-2 1 100 100 Haknajmas
23 ?;(I?ﬁﬁe;renb CBCTO-SByKOBOI/I Masxk- 1 600 600 HaxramHas
24 CuuTtsiBarens Touch Memory (+2 ) 1000 1000 Haxannas
KJII04a)
25 | Axkymyasitop AKB 12B, 1 2A\q 1 1000 1000 Haxsnannas
26 | Kabenn, 60M 1 600 600 Haknagnas
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27 | ITnacTukoBEI KOpo6, 60M l 1 I 800 | 800 | Hakmaguas

| Hroro (mynxret 19-27) 10700 pyOaeii ¢ HAC
3.2 YcranoBka H HACTPOIiKA TEXHHYECKHX CPECTB OXPaHbI

MoHTax nTHHHI OXpaHHOM AKT MOHTaXa,

28 ;Hmanuzalmn; 5 1 20000 20000 YCTaHOBKH,

CTaHOBKA, HaCTPOHKa, MMyCKo-HalaKa HaCTpPOHKH,
TEXHHYECKHX CPEJCTB OXPAHEI IIyCKO-HaJIaIKH
Hroro (mynxr 28) 20000 py6aeii c HAC
Hmozo (nynkmer 19-28) 30700 ____pybaeiic HIIC

~ HTOIO (uynxrsr1-28) 163800  pyGaeiic HIAC
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